PROJECT 3: Online Payment System for E-commerce – A Security Focus

Objective: 

To investigate the latest technologies and concepts for online payment services, in particular, to get a better understanding of security considerations.

Background

Online payment is an important financial service in electronic commerce. The key in implementing and applying such a service is the transaction security. Internet frauds are common. According to frand.org (http://www.fraud.org), frauds in online auction have been top complaints among all e-businesses. A full understanding of the threat from online frauds will help us to provide a robust network design. For more information please read the appendix and the reference articles. 

Project tasks:

1. You will be asked to participate in a mock online escrow service individually. It will take you about 2 hours in total. You can work on the Internet anywhere as long as you can access the Internet. In addition, about 50% of students will earn a prize of $5-$30 depending on the performance. This is an optional assignment. So, you can choose an alternative assignment. 

2. The mock auction trading schedule is:

1) Practice trading: 5:00p, Nov. 15 (Thursday) – 9:00p, Nov. 17 (Saturday)

2) Actual trading:  9:00p, Nov. 25 (Sunday) – 9:00p, Nov. 29 (Thursday)

3) The result will be announced in the class on Dec. 4 (Tuesday)

3. Each group writes a report on one type of online payment system. The types of such services and relevant issues include:

1) Person-person credit card payment

2) Online Debit account

3) Online escrow service

4) Digital wallet

5) E-cash

6) E-check

Comparisons between different types are also welcome topics. The focuses can one or more of the following:

1) Fraud protection

2) Security mechanism and the effectiveness

3) Personal credit card acceptance

4) Transaction security protocols (SET, SSL, TLS, SET)

5) Cost comparison among different types of financial services

6) Market share analysis

7) Others

The research steps are:

1) Browse eBay.com to learn how to buy and sell stuffs on the site. 

2) Browse http://ntrg.cs.tcd.ie/mepeirce/Project/oninternet.html to find a good online payment service and study it in details.

3) Find another 2-4 payment service sites on the same page. The total number of the sites you choose is the number of members in your group. So, each student will study a site.

4) The report will be based on the principal site you have studied carefully and use the other sites as more examples.

5) The report body is 6-10 pages in 12-point font and double spacing. Extra contents and other details can be placed in appendices.

8) The experiment is counted as 40% of the credit for project 3 and the report is counted as 60%. If you are not able to complete the experiment tasks in time, you can still earn the credit. The credit will be proportional to the percentage of the online trading you have completed. 

9) No presentation is required.

10) You can choose the alternative assignment to replace the experiment if you want to do so. The following are some optional topics:

a. A new encryption/decryption algorithm

b. A new security data transmission service

c. A new security data storage service

d. A new concept of network security in preventing terror attaches

e. A new hardware/software technology for network security control 
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Appendix 1: 

Internet Fraud and Online Escrow Services

Since the commercialization of the Internet in 1990s, booming World Wide Web applications have brought about leaps in electronic commerce.  In particular, customer-to-customer (C2C) online auction has virtually turned every Internet user to a potential trader. The fast growing revenue from C2C business, such as eBay, has shown a promising future of the e-commerce. However, the increasing number of Internet frauds is appearing as the key adverse factor that prevents potential traders from trading online (Selis, Ramasastry and Wright, 2001).  According to the Internet Fraud Watch (www.fraud.org), online auction sales have still been the top one Internet fraud source in 2000.  About 78% of the frauds reported to the Internet fraud watch are online auction frauds, imposing a serious safety concern for online auction trader. By the end of year 2000, 35.6 million Americans, about 31% online American users, participated in online auctions, and 41% of them has encountered fraud-related problems. The above statistics exerts two effects on online traders. First, it imposes a vital risk to traders from the high likelihood of losses caused by fraud. Second, it could significantly hurt the vulnerable consumer trust towards Internet-based auction markets. This could be the main reason why 69% American Internet users do not touch online auctions. 

Recently, online escrow is emerging as an important type service by trusted third party (TTP) in Internet-based auction marketplaces, competing with other financial risk relief services, such as PayPal (PayPal.com), BizPay (bizpayinternational.com), Billpoint (eBAy.com), Quickcash by Citibank, etc. Online escrow service (OES) works in the following way: An online escrow service provider (OESP) operates by holding the buyer's payment.  The seller ships the merchandise to the buyer only after the buyer has paid to the OESP, guaranteeing there is no fraudulent payment. The payment is released to the seller when the buyer has inspected and accepted the seller's merchandise. If a buyer is unsatisfied with the merchandise, the merchandise will be returned to the seller, and the payment is refunded to the buyer from the OESP.  

As we have seen the seriousness of Internet frauds on auction markets, we suppose a higher percentage of OES adoption rate should prevail. However, its adoption rate is surprisingly low. A survey by National Fraud Information Center reveals that the current OES adoption rate is only 6%.  “42 percent of survey respondents who don’t typically use an escrow service aren’t familiar with them. Another 30 percent don’t think it’s necessary to use them, and 19 percent don’t want to pay the fee.” Whether the OES charges are too high to be acceptable by traders?  Whether traders’ ignorance of Internet fraud prevents them to adopt OES?  Whether OESPs should take actions on educating traders to be aware of its services?   These questions lead to the investigation of online escrow economy of Internet-based auction market from a systematic perspective.

Appendix 2: Reputation Score Distribution on eBay.com
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Figure A-1. Histogram of reputation scores with a 2nd-order moving average

(Trader samples: 200 sellers, Source: eBay.com, Access Date: October 12, 2001)

PAGE  
1

